
March 2026Volume 18 Number 1 Indian Journal of Social Enquiry54

The Potential Threats of AI: A Global Reckoning 

Mehak Sharma & Anuradha Sharma

Abstract
This article presents the potential threats which are usually faced while using 
artificial intelligence. The study looks at data from government organizations 
and prominent academic institutions such as Yoshua Bengio’s 2025 study, The 
International AI Safety study (2025), World Economic Forum assessments, 
McKinsey Global Institute projections, OECD monitoring frameworks, MIT 
Technology Review, and research from the International Labor Organization 
amongst others to investigate the complex risk environment associated with 
the development and use of AI. It also portrays that instead of processing 
any inherent moral attributes, AI reflects the objectives, values and errors 
of creators. Moreover, it focuses on the fact that at this critical juncture, the 
issue is mostly sociological rather than technical. It is finally concluded that AI 
Governance is a must, and not a choice. 

Keywords: Artificial intelligence, Potential threats, Social disintegration, 
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Introduction
The coherence, concept, clarity, and structure of this paper have all been 
improved by the use of several generative AI technologies. Every substantial 
piece of information, research synthesis, analytical interpretation, and 
conclusion reflects the author’s original effort and critical thinking, even though 
AI technologies were used to maximize the presentation and articulation of the 
concepts. Full responsibility for the integrity, veracity, and intellectual worth 
of the work lie with the authors; factual claims have been verified against cited 
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sources. Furthermore, to investigate the complex risk environment associated 
with the development and use of AI, the study looks at data from government 
organizations and prominent academic institutions such as Yoshua Bengio’s 
2025 study, The International AI Safety study (2025), World Economic 
Forum assessments, McKinsey Global Institute projections, OECD monitoring 
frameworks, MIT Technology Review, and research from the International 
Labor Organization amongst others.

According to the investigation, there are six major categories of risks that 
require a coordinated worldwide response: 

AI’s Impact on Economy and Workforce Displacement: This research 
shows that by the year 2030, automation technologies may have an influence 
on approximately 850 million jobs worldwide. Particularly in developing and 
growing countries, vulnerable individuals struggle with improvisation and 
prolonged unemployment.

Worldwide Climatic Changes and Energy Implications: The 
computational demands of training AI models may result in carbon footprints and 
individual LLMs can generate emissions equal to several hundred intercontinental 
flights. If nothing is done, the developing and expanding AI sector could jeopardize 
global climate commitments and carbon neutrality targets.

Cybersquatting and Associated Risks: AI’s skills enable the mass 
production of fake information, the automation of cyberattacks, and the 
development of telecommunication systems that are sufficiently convincing. 
Political stability, democratic issues, and personal safety are all directly and 
significantly impacted by these changes. 

Autonomous Combat and Weaponize:  Here, the changes in the 
behaviour/nature of artificial intelligence is incorporated into defence systems , 
such as autonomous defence platforms and large surveillance network systems 
to indicate conflict.

Algorithmic Bias-ism and Social Division: AI driven systems very often 
magnify the prejudices identified in training data, thereby leading to several 
biased results in financial services, legal/judicial proceedings.  At the same 
time, the digital platforms suggested algorithms exacerbate solar polarization 
by favoring information that reinforces preexisting differences 
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Deficits in Governance/ Regulatory Fragmentation: The current 
international regulatory environment is still insufficient , scattered and reactive 
in comparison to rate of technology advancement. Unchecked rivalry for AI 
supremacy could be lethal due to growing geopolitical conflicts.

The foundation for understanding these interconnected risks and the urgent 
need for proactive, well-coordinated governance systems, that could optimize 
AI’s promise while lowering its risks, is laid by this extensive study.

1. The Two-Sided Sword of AI
From its theoretical origins in the 20th century to its potential for disruption 
today, artificial intelligence has undergone one of the greatest technological 
advancements in human history. Alan Turing’s thought - provoking question on 
machine cognition serves as the best example of how what started as philosophical 
inquiry has evolved into computers that are capable of performing jobs that  
were previously thought to be entirely human. Surprisingly, contemporary 
artificial intelligence systems are able to produce coherent written text, properly 
diagnose medical conditions, autonomously navigate complex environments 
analyse visual data, facilitate cross linguistic communication and compose 
music. Convergent factors significantly increase processing power, previously 
unheard of data accessibility, and complex neural network architectures are 
responsible for this acceleration. These factors have ultimately lead to the 
creation of complex systems like autonomous robotic platforms and protein 
structure prediction tools. 

There has been a particularly huge technological change in the last several 
years. AI is increasingly being used in everyday organizational tasks rather 
than just in specialist research settings. More than half of global corporations 
currently use AI technologies into their operations, according to Mc Kinsey 
Global Institute.  These technologies are used by numerous government 
organizations for optimization of transportation, public service delivery, and 
criminal pattern analysis. Businesses employ AI for intelligent industrial 
systems, automated financial transactions, pharmaceutical development and 
customized customer experiences. Significant value creation is anticipated by 
economists; PricewaterhouseCoopers (PwC) estimates that over the next ten 
years total potential global economic contributions might surpass $15 trillion.
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However, this widespread acceptance draws attention to a fundamental conflict; 
the same technologies that drive and stimulate progress can have significant 
unintended consequences that affect the social, economic, and environmental 
domains. These include workforce disruption, the growth of monitoring 
capabilities, demands for resource consumption, biased patterns in automated 
decision-making and the fragility of shared factual understanding in digital 
domains.

As per directed by renowned AI researcher Yoshua Bengio, the International AI 
Safety Report presented in the year 2025, focuses on four crucial risk producing 
domains: labor change, ecological effect, digital security vulnerabilities, and 
military applications of AI systems. The evaluation demonstrates a disparity: 
technology competence is developing significantly more rapidly than other 
existing matching governing systems. Although AI systems are becoming 
more sophisticated and pervasive in society, the basic agendas still need to 
be addressed on urgent basis. The global community faces many important 
questions, viz. how accountability should be allocated, when AI systems result 
in negative consequences. What kind of systems can guarantee fair benefit 
distribution and access to this technology? Is it really possible for regulatory 
frameworks to change at the same rate as innovation?

2. Economic / Employment Losses? 
The concept of Artificial intelligence radically alters the entire employment 
landscapes rather than just making small adjustments to certain job activities. 
While earlier industrial changes mostly automated physical efforts, the prevailing 
modern AI invades cognitive domains that have historically been very exclusive 
to human cognition, such as linguistic interpretation, analytical thinking, 
strategic judgment, and creative expression. This strategic phenomenon is 
pinpointed by many of labor economists as a significant rearrangement of 
present global employment paradigms.

2.1 Automation and Augmentation: Redefining Human Labor
The rigorous and frequent use of AI technologies, which range from complex 
generative systems to process automation platforms, usually takes the following 
two different forms: total replacement of human labor and improvement of 
human performance. 
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While replacement removes jobs, improvisation can increase the resultant 
output and create new career options. Again, the line dividing these two types 
becomes more and more permeable in recent times. In many industries, jobs 
that were first improved by AI later become fully automated as technology 
advances, and financial strains increase. Customer service is a prime example of 
this trend: AI conversational bots quite often replace full support teams, yet at 
first they served as supplementary tools for human representatives. Similarly, 
generative AI systems are taking tasks related to code development, content 
creation, legal investigation, and financial assessment. This division finally 
creates employment markets that are asymmetrical and stratified: workers with 
intermediate or fundamental skills face displacement or economic stagnation, 
while experts with AI expertise command premium prospects.

2.2 2030 Forecast : 800 million Jobs disturbance
According to a thorough analysis by the McKinsey Global Institute, before 
the end of the decade, automation might eliminate over 800 million jobs, or 
about one-fifth of the world’s workforce. These predictions are supported by 
the International Labor Organization, which warns that AI integration may 
lead to significant changes in the labor market, especially for jobs that involve 
repetitive, standardized tasks.

Different national economies have quite different displacement velocities. 
The most rapid changes will probably occur in wealthy countries where 
automation offers advantageous cost-benefit ratios. On the other hand, lower-
income nations: especially those that rely on manual information processing or 
outsourced labor may face dire repercussions as a result of weak social safety 
infrastructure, and restricted access to resources for developing digital skills. 
More importantly, the International AI Safety Report (2025) warns against 
“displacement without direction” scenarios, where work loss occurs more 
rapidly without corresponding societal safeguards,  or retraining strategies.

2.3    Key Industries at Risk: Transportation, Manufacturing, 
and Customer Service
Different economic sectors possess very different chances of visualizing changes:

Production/Manufacturing: Production facilities have been transformed 
by the integration of AI models and robotics. Modern factories often make use 
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of AI-coordinated supply networks, and anticipatory maintenance algorithms 
to significantly reduce the need for manual labor, a warning.

Customer care and support: Millions of human service agents are being 
replaced globally by automated conversational agents, voice-activated 
assistants, and self-service platforms due to the rapid advancement of natural 
language processing capabilities.

Transportation and logistics: Unmanned delivery systems, self-navigating 
cars, and route optimization algorithms are radically changing how people and 
commodities move. Automation is putting increasing pressure on final-stage 
delivery, warehouse management, and long-distance freight transportation.

Retail: AI reduces the need for sales floor staff by powering automated 
checkout systems, real-time pricing adjustments, and inventory management 
optimization.

Due to their human-centered or physical dexterity requirements, some 
industries—such as healthcare, education, and skilled trades, show more 
resistance to total automation, yet in even these fields, AI augmentation may 
gradually reduce demand for particular services.

2.4  The Rise of ‘The Digital Underemployment’
One of the more subtle effects of AI-driven economic changes is not complete 
unemployment but rather worse employment quality, when employees keep 
their jobs but in lesser capacities, are paid less, or perform activities below their 
qualifications.

The International AI Safety Report refers to this situation as “digital 
underemployment,” and it is particularly prevalent among administrative 
professionals, entry-level analysts, content creators, and educators. These days, 
AI systems produce analytical reports, assess student work, and write content, 
relegating people to supervisory or curatorial roles that sometimes come 
with lower pay and less opportunities for growth. Additionally, algorithmic 
workforce management transforms the platform-based economy, which was 
previously praised for its flexibility. AI is used by digital platforms to improve 
labor distribution, which frequently results in inconsistent scheduling, wage 
suppression, and low job stability.
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2.5   The Effects of Global Inequality on Emerging Economies
 The resulting major impacts of AI differ from nation to nation because they 
frequently depend on labor-intensive businesses and outsourced digital services 
like call centers, data annotation, and administrative work, present emerging 
economies are disproportionately exposed. For example:

* Automated workflow solutions and AI conversational agents pose a threat to 
millions of business process outsourcing jobs in the Philippines and India.

* Millions of business process outsourcing jobs in India and the Philippines are 
at risk from AI conversational agents and automated workflow solutions.

* Due to inadequate internet infrastructure, Sub-Saharan Africa, where the 
agricultural and informal sectors predominate, faces difficulties implementing 
AI, which could widen technical gaps.

* Manufacturing sectors in Latin America may find it difficult to compete with 
AI-enabled output that is reshored to industrialized countries.

In the absence of international collaboration supporting inclusive AI solutions, 
such as investments in digital infrastructure, localized AI education, and ethical 
outsourcing frameworks, these innovations pose a threat to global inequality.

2.6 Reskilling and Education Pipeline Gaps 
In order to keep up with the AI-driven change, governments and enterprises 
around the world recognize the need for extensive workforce reskilling. But 
the infrastructure for education is still woefully inadequate. Traditional 
educational systems are slow to change. Curriculum modernization lags behind 
technology advancement, and access to high-quality, reasonably priced AI and 
digital competency training is still limited, especially for older workers or those 
who work remotely. According to McKinsey, the following parameters become 
essential for reskilling at scale:

* Short-cycle credentialing programs  necessary 

* Hybrid and online learning environments 

* Government-sponsored AI boot camps 

* Identifying future-ready competencies through industrial cooperation
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Even with preemptive measures, many displaced workers may find it challenging 
to reenter industries that increasingly value specialized digital competence and 
cognitive flexibility.

2.7  Policy Suggestions: Moving Toward a Fair AI Economy
In order to reduce the prevailing socio-economic risks resulting from AI-induced 
disruption, innovative legislative frameworks, inclusive design principles, and 
also proactive investment are wanted. A small variety of policy mechanisms 
are offered by the International AI Safety Report and other international 
organizations.

2.7.1 Social Protection and a Universal Basic Income
Despite the disputed outcomes of experimental UBI systems in Finland and other 
U.S. countries, the fundamental notion of establishing the financial stability in 
an automated economy is gaining traction. Complementary strategies include 
things like portable benefit plans for platform employees, negative income 
taxation, and wage supplementation.

2.7.2  Lifelong Learning Ecosystem
Governments ought to promote lifelong learning by:

* introducing tax breakouts for a continued professional growth;

* public and private collaborations that support academies for supporting 
digital training;

* developing frameworks for certification that recognize micro-credentials;

* introducing incentives for promoting small businesses and independent 
professionals to upgrade their skills

2.7.3   Public-Private Reskilling Programs 
Prominent tech firms like IBM, Microsoft, and Google have already invested in 
upskilling programs. However, achieving inclusivity requires:

* AI-powered skill-matching platforms that connect education to employment needs;

* Training facilities in the region that cater to local needs;

* The government’s pledge to make excluded people accessible
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3. Growth in AI’s Environmental Costs 
Artificial intelligence’s ecological impact increases in direct proportion to its 
rapid development. A paradox arises: the development and operation of AI 
systems themselves require significant energy, water, and material resources, 
despite the fact that AI holds promise for climate analysis, energy optimization, 
and accelerating sustainable innovation. Global assessments, such as the 
International AI Safety Report (2025), have acknowledged the growing 
environmental impact of developing and running large-scale AI architecture.

3.1 Training Energy-Intensive Models
Large language architectures of today, like Open-AI’s GPT series, Google’s PaLM, 
and Meta’s LLaMA, require massive processing power to train across hundreds 
of billions of parameters. A single large-scale deep learning architecture can 
produce over 284,000 kilos of carbon dioxide during training, which is almost 
equal to the lifetime emissions of five cars, according to research from MIT and 
the University of Massachusetts Amherst. The International Energy Agency 
highlights that fast rising electricity usage is a result of data centers and AI-
specific computing infrastructure, such as GPU clusters and tensor processing 
units. According to reports, training GPT-3 alone used 1,287 megawatt-hours 
of electricity—enough to power about 120 average American homes for a 
year. Retraining cycles and model refining, which are common practices in 
reinforcement learning or fine-tuning processes, are made more difficult by 
the problem. Each model improvement is accompanied by an environmental 
cost cycle as a result of these iterations, which increase emissions and resource 
consumption.

3.2 Water Use and Data Center Emissions 
Massive hyperscale data facilities run by cloud infrastructure companies 
like AWS, Google Cloud, and Microsoft Azure are usually where AI training 
operations take place. These installations necessitate electrical power in 
gigawatts which is often derived from carbon-intensive energy grids and to cool 
overheated server infrastructure, millions of gallons of water are used.

According to a 2023 University of California, Riverside study, in order to avoid 
hardware overheating during GPT-3 training, about 700,000 liters (185,000 
gallons) of freshwater were required. Furthermore, data centers are often 
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located in arid areas to take advantage of dry climates for optimal cooling, which 
puts a strain on the local environment. According to the International AI Safety 
Report, this places an excessive burden on communities with limited resources, 
especially in developing countries or drought-affected U.S. states like Arizona 
that host significant AI server installations.

3.3 LLMs’ Comparative CO2 Footprint 
There is a significant environmental difference between sophisticated 
AI architecture and traditional algorithms. Think about these parallels: 
Conventional decision tree algorithms may use kilowatt-hours of electricity. 
Even thousands of MWh can be consumed by a model such as GPT-4. According 
to MIT analysis, carbon emissions for GPT-2:

* roughly twenty-five metric tons of CO2 

*GPT-3 weighs about 284 metric tons.

* approximately over 600 metric tons of PaLM (according to 540B requirements)

 The given  scaling of environmental costs in response to model dimensions is 
also reflected in this exponential rise. Basically, unless or otherwise development 
is backed by intentional efficiency and waste reduction initiatives, greater scale 
does not correspond to better suitability.

3.4 Environmental Justice: Who Is at a Disadvantage? 
As AI uses more resources, a crucial question arises: Who pays for these 
expenses?

The environmental justice component is emphasized in the International AI 
Safety Report (2025): 

* Many data centers are located in low-income, resource-constrained locations 
with inexpensive electricity or government subsidies.

* All these areas quite frequently face localized heat pollution, rising carbon 
emissions, and water depletion, as also locally hosted AI systems don’t boost 
the local economy.

Furthermore, the expansion of AI infrastructure sometimes leads to the 
displacement of undeveloped land or puts further pressure on already-struggling 
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municipal utilities. This dynamic could make already-existing disparities worse, 
making the advancement of AI a climate justice concern.

3.5 Eco-Friendly AI Development Methods 
Even though AI has a big impact on the environment, it is still manageable. A 
developing “Green AI” movement uses a number of tried-and-true methods to 
promote environmentally conscious innovation:

3.5.1 Model Optimization and Efficiency 
Without significantly sacrificing model capabilities, methods like knowledge 
distillation, parameter sharing, quantization, and sparse modeling can reduce 
computational demands.

3.5.2 AI Edge 
Edge AI decreases energy transmission losses and lessens reliance on centralized 
data centers by moving computing closer to end devices, phones, sensors, or 
local micro-servers. Distributed intelligence and low-latency applications are 
also made possible by this method.

3.5.3 Training Powered by Renewable Energy 
AI workloads are increasingly being powered by solar and wind energy from 
some cloud providers. Transparency and confirmation of such promises are still 
limited, though.

3.5.4 Evaluation of Life-cycle Impact 
AI models should be evaluated throughout their whole life-cycle, from data 
collection and training to deployment and further retraining, much as goods 
are evaluated for their environmental impact.

3.5.5 Demand Carbon Reporting Guidelines and AI Energy 
Audits 
Demands for required energy audits and carbon disclosure norms are growing 
due to the opaque nature of AI energy consumption.

The International AI Safety Report (2025) recommends: Standardized 
measurement systems for “energy per parameter” or “CO₂ per inference”; 
public disclosure of training and inference emissions by AI developers; and 
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AI environmental labels, which are similar to nutritional labeling and indicate 
environmental costs. 

International bodies like the OECD or UNEP oversee regulations. Leading 
universities like MIT also support the idea of AI conferences requiring authors 
to reveal energy measurements in addition to performance benchmarks, which 
might encourage the creation of environmentally friendly models.

4. AI-Powered Threats and Cybersecurity Risks
Cyberwarfare and dangers to digital security are radically changed by artificial 
intelligence. Malicious actors are increasingly using AI to amplify, automate, 
and improve counterattacks as these technologies become more widely 
available and powerful. According to the World Economic Forum’s worldwide 
Risk Report 2024–2025, this changing danger landscape has made AI-driven 
cyber hazards one of the top worldwide worries. Activities that were formerly 
exclusive to elite hacker collectives and nation-state actors are becoming 
more democratic. The tools of disruption and deceit have become increasingly 
accessible, quick, and difficult to spot, ranging from AI-generated deep-fakes to 
automated social manipulation systems.

4.1 AI for Offense: Malware, Deep-fakes, and Automated 
Hacking 
For cybercriminals, generation AI serves as a capability amplifier. Now, 
generative architecture can create malware that is polymorphic, changing with 
each execution to avoid detection systems that rely on signatures. 

* Utilize reinforcement learning techniques to automatically detect and exploit 
software vulnerabilities. 

* Create bespoke psychological manipulation and targeted phishing 
communications in many languages with perfect grammar.

On dark web marketplaces, tools like WormGPT, an illegal version of GPT 
structures, are widely used to help malicious actors create malicious code or false 
communications. AI makes zero-day exploitation possible at computational 
speed, allowing attackers to search large code-bases for vulnerabilities without 
the need for human intervention.

At the same time, deep-fake technology—which was previously limited to 
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scholarly studies—has developed into a significant threat. Deep-fakes of audio 
and video have been used to harass people, manipulate public opinion, and 
pose as business leaders for illicit financial transfers. A UK-based company was 
tricked into sending $243,000 in one well-publicized incident when a deep-
fake voice pretending to be its CEO gave false authorization.

4.2 Information Warfare and Election Manipulation 
AI-driven misinformation and disinformation is one of the biggest dangers to 
democratic institutions and public trust, according to the WEF’s 2024–2025 
Global Risk Report.

Social media and messaging apps are currently overrun with content created 
by AI: 

* Synthetic news narratives that are identical to real journalism 

* Conversational agents and hyper-realistic computer avatars that mimic 
opposition or political voices 

* Video material that targets specific demographic segments with micro-level 
precision in order to amplify polarization.

Instead of being distributed at random, misinformation spreads through 
algorithmic optimization. Malicious actors create echo chambers where false 
narratives spread by taking advantage of confirmation bias and filter bubbles 
using AI-enhanced targeting. 

Several governments recorded foreign intervention attempts using AI 
technology prior to significant electoral events in the US, EU, and India in 
2024–2025. Emergency counter-disinformation campaigns resulted from this, 
although they were often started too late to counteract their impact.

4.3  Social Manipulation AI-Powered Bots and Impersonation 
Social engineering, which was once manual and labor-intensive, now operates at 
scale thanks to AI automation. Bots have the ability to collect social media data, 
and once they have identified possible targets and examined communication 
patterns, they can employ impersonation techniques practically immediately. 
A few instances are:

*Real-time speech synthesis and other AI-generated voices enable impersonation 
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over the phone in order to reset login passwords or approve transactions.

* Bots that pretend to be family members, vendors, or coworkers in order to 
obtain vital data

* Custom conversational agents impersonate as actual employees on corporate 
service channels in order to obtain login credentials from credulous customers.

According to the MIT Technology Review, these AI-enhanced social engineering 
systems will soon outperform human persuasiveness as language models gain 
emotional intelligence and contextual awareness.

4.4 Vulnerabilities in Critical Infrastructure: National Security and AI

The threats generated by AI-powered cyberattacks to national security is 
growing very fast, especially with regard to key infrastructure:

*By simulating human error or sensor breakdown, intelligent malware can 
interfere with distribution networks.

* Logistics can be severely hampered by AI-based attacks that target GPS 
systems, rail traffic control, or autonomous vehicles.

* Hospitals in the US, UK, and Germany have previously been made unusable 
by ransomware employing AI techniques, delaying treatment and putting lives 
at risk.

According to data provided by OECD, at least one AI-assisted cyberattack on 
key infrastructure occurred in more than 62% of member nations.The late 2024 
attack on a European water company, in which all the AI tools remotely changed 
chlorine levels by circumventing multi-factor authentication, is a terrifying 
demonstration of the hazards that could arise in the future if such systems are 
not sufficiently protected.

4.5  Applications of Current AI-Powered Cyberattacks 
The following are notable instances of AI-assisted cyber events:

* 2023: Las Vegas Casino Breach: An AI-generated deep-fake voice tricked IT 
personnel member into giving login credentials

* The 2024 Healthcare Ransomware Campaign saw a 350% increase in click-
through rates as a result of the attackers using big language models to create 
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adaptive phishing campaigns. 

* Year 2025 : Transportation Hijack Attempt: East Asian railway lines were the 
focus of an AI-coordinated botnet attack, which was only stopped by anomaly 
detection technology.

These are not hypothetical situations, but actual, documented examples of AI 
weaponization in cyberspace. 

4.6  Suggestions: Cyber Norms, Red-Teaming, and Detection 
Systems 
Strong, multi-layered defenses are required against the quickly changing AI 
threats:

4.6.1  Systems for Identifying AI Threats 
AI-powered defense systems must be implemented by organizations. This 
includes:

* Deepfake detection systems for audio/video verification;

*  real-time natural language analysis to identify phishing content; and

*  behavioural anomaly identification. Though wider adoption is still required, 
technologies like Microsoft’s Video Authenticator and DARPA’s Semantic 
Forensics project are first steps.

4.6.2  Red Teaming and Attack Simulations 
Systemic vulnerabilities can be found by routine AI red-teaming exercises, 
in which ethical security experts model AI-based assaults. Red-Teaming is a 
crucial technique, especially for frontier models, according to the White House 
AI Safety Summit (2024).

4.6.3  International Cybersecurity Treaties and Norms 
International standards must be developed immediately to control AI in 
cyberspace, much as the Geneva Conventions regulated kinetic warfare:

* Prevent or manage self-governing malevolent cyber agents 

* Establish uniform standards for cybersecurity reporting and AI transparency. 

* Assure attribution techniques for AI-related risks.
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Initial frameworks are provided by the UN Cybercrime Convention and the 
OECD AI Principles, although involvement and enforcement by major internet 
companies are still uneven. 

5. Autonomous Warfare and Weaponization
The distinction between autonomous combat operations and defensive 
enhancement is becoming hazier as artificial intelligence technologies develop 
at a never-before-seen rate. While AI offers strategic advantages in defense, such 
as quicker decision-making and real-time threat detection, it also brings new 
risks, such as escalation, malfunction, and accountability deficiencies. The 2025 
International AI Safety Report, which was headed by Yoshua Bengio, highlights 
that unless quick international coordination takes place, AI weaponization may 
soon surpass regulatory capability.

5.1 Deadly Autonomous Weapon Systems: 
Weapons that can choose and attack targets without human assistance are 
referred to as lethal autonomous weapon systems. Although semi-autonomous 
platforms and defensive systems, like Russia’s Kalashnikov combat robots and 
Israel’s Harpy drone, are already in use, completely autonomous weapons are 
becoming technically and tactically feasible. Several countries, including the US, 
China, Russia, and Israel, invest significant resources in creating AI-powered 
combat platforms, according to RAND Corporation evaluations. These include 
ground robots with autonomous targeting capabilities, airborne swarms, and 
naval drones. 

“Human out-of-the-loop” decision-making is the main issue. Once deployed, 
LAWS could make deadly judgments without being held accountable, which 
would raise ethical, legal, and practical concerns.

Risks include: 
Unintentional escalation: Autonomous weapons may launch 
disproportionate or preemptive strikes due to misinterpretation of threats or 
inadequate intelligence. 

Swarming tactics: Coordinated attacks by autonomous platforms have the 
potential to overwhelm defenses in a matter of seconds, surpassing human 
response capabilities. 
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Black-box decisions: AI decision-making in combat situations may be 
difficult for commanders to understand, which undermines confidence and 
complicates post-action evaluations.

5.2 AI in Predictive Policing and Surveillance: Dystopian Drift 
AI is revolutionizing domestic security and surveillance operations, leading 
to the development of real-time behavioral analysis tools, automated facial 
recognition, and predictive policing platforms. These days, these technologies 
are used in metropolitan areas, border regions, and conflict zones. But these 
tools often reinforce racial, political, and socioeconomic bias, as the UN Institute 
for Disarmament Research (UNIDIR) highlights. Predictive algorithms that 
have been trained on past crime data have a tendency to exacerbate systemic 
inequality by disproportionately focusing on underprivileged groups.

Furthermore, many systems function without judicial oversight or transparency, 
undermining civil freedoms in the name of national security. AI is increasingly 
being used by authoritarian governments to conduct widespread monitoring 
against ethnic minorities or political dissidents. Critics refer to the combination 
of militarized law enforcement and artificial intelligence as “algorithmic 
oppression.”

5.3 Military Increase Without Human Supervision 
Unintentional escalation is one of the most serious risks associated with 
militaristic AI. Autonomous systems might misunderstand signals, fake 
instructions, or sensor anomalies and begin responses at computational 
velocity, in contrast to conventional combat, where human judgment provides 
restriction. AI-driven missile defense systems, autonomous submarines, or 
armed drones might join feedback loops, each reacting to the other’s projected 
animosity, ultimately avoiding human diplomacy, according to RAND and 
SIPRI (Stockholm International Peace Research Institute). With regard to 
nuclear command and control systems, where false positives or decoy signals 
could result in disastrous reprisal without the chance for human verification, 
this worry grows.

5.4 Risk of Accidents, Spoofing, and AI Vulnerabilities 
Technical malfunctions can still occur in even the most sophisticated 
autonomous systems. The International AI Safety Report emphasizes: 
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*Spoofing: By manipulating sensors or injecting fake data, adversaries might 
trick autonomous systems into misidentifying targets or threats. 

*Data poisoning: When training datasets are contaminated, behavior might 
change in dangerous or unforeseen ways. 

*Hardware vulnerabilities: Malware or backdoors built into supply chains could 
provide adversaries remote control.

For example, an armed autonomous drone could be redirected mid-mission or 
have its target classification changed by a command spoofing attack, turning 
an ally into an enemy. These dangers show how software flaws or cyberattacks 
could have deadly real-world consequences.

5.5 Inadequacy of the Geneva Convention: Ethical and Legal 
Gaps 
There are currently insufficient measures in international humanitarian law, 
such as the Geneva Conventions, to control AI-based warfare. These frameworks 
assume moral judgment, human accountability, and proportionality in the 
employment of force—principles that autonomous systems are unable to 
consistently uphold. Important gaps include: 

*There are no provisions regarding machine or LAWS developer accountability. 

*The question of whether an AI weapon is a soldier, an instrument, or an agent 
is unclear. 

*When machines make the decisions, the command structure is unclear. 

*There is disagreement over what constitutes adequate or enforceable control 
levels, despite the fact that some military stakeholders support preserving 
“meaningful human control.”

5.6 International Moratorium Initiatives and Proposals for 
Regulation 
International alliances and advocacy groups call for prohibitions or moratoriums 
on LAWS in response to these growing threats:

•	 The Campaign to Stop Killer Robots, supported by over 60 nations and 
thousands of AI researchers, advocates preemptive prohibition of fully 

The Potential Threats of AI: A Global Reckoning



March 2026Volume 18 Number 1 Indian Journal of Social Enquiry72

autonomous weapons 

•	 The European Parliament (2024) called for legal frameworks prohibiting 
AI from executing kill decisions.

•	 Due to geopolitical differences, the United Nations Convention on Certain 
Conventional Weapons (CCW) has had several negotiations but has not 
been able to establish legally binding agreements.

With the backing of thousands of AI researchers and more than 60 countries:

8the Campaign to Stop Killer Robots promotes the proactive ban on fully 
autonomous weaponry. 

*In 2024, the European Parliament demanded legislation that would forbid AI 
from carrying out death judgments. 

*Geopolitical differences have prevented the United Nations Convention on 
Certain Conventional Weapons (CCW) from obtaining legally enforceable 
agreements despite several meetings.

While some nations—like the United States, Russia, and China—support 
voluntary norms over restrictions, others—like Austria and New Zealand—have 
put up draft frameworks for international AI arms control. 

AI pioneers Stuart Russell and Yoshua Bengio, among others, have signed open 
letters calling for immediate regulation, stating, “Machines must not be given 
the power to decide to kill humans.”

6. Algorithmic Bias and Social Disintegration
Significant worries about algorithmic bias, discrimination, and the decline 
of social cohesion arise when AI systems are progressively incorporated into 
ordinary choices, such as credit distribution, employment screening, medical 
diagnosis, and social media content moderation. Despite being impartial 
arbiters, these systems often replicate and amplify underlying disparities 
present in their training datasets.

Researchers from the OECD and MIT warn that uncontrolled algorithmic 
judgments can worsen racial, gender, and socioeconomic inequality by 
disproportionately harming marginalized people.
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6.1 AI Model Bias: A Systemic Problem
In addition to faulty training data, design decisions, labeling presumptions, 
and a lack of diversity in development teams can all contribute to bias in AI. 
Models trained on historical datasets often reproduce and justify prejudices. 
Some examples are:

* when employing facial recognition software, less than 1% of white men and 
more than 30% of women with darker skin tones make mistakes (MIT Media 
lab 2018)

* language models that sometime link particular profession such as : Doctor 
with men and Nurse with women reflect gender preconceptions ingrained in 
online text corpora.

These systematic biases show up as observable consequences in the actual 
world going beyond statistical anomalies.

6.2 Discriminatory Results in Finance, Hiring, and Healthcare
The dangers of biased algorithms in crucial decision domains are demonstrated 
by a number of well-known cases: 

* Health: Because the methodology used by US hospitals prioritize patient 
care based on past healthcare spending as a needs proxy. Black patients with 
similar systems had lower health risk scores than white patients (2019 studies)

* Finance: It has been demonstrated that credit rating systems frequently 
undervalue lower income and minority borrowers by using proxies like postal 
codes or online conduct that correlates with race or class.

* Hiring: After learning to replicate previous hiring trends that favoured male 
candidates in technical areas. Amazon eliminated an AI recruitment tool that 
discounted women applications in 2018.

These instances show that automatic prejudice is being practiced today and has 
negative effects.

6.3 Radicalization Online and Echo Chambers
AI systems also affect how people use information. Websites like Facebook, You-
tube and Tiktok utilize recommendation algorithms to boost user engagement 
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frequently by endorsing controversial or provocative material.  When people 
only encounter information that supports their preconceived notions, echo 
chambers are produced.

Concerns over AI’s ability to fuel online extremism, misinformation and social 
division have been voiced by UNESCO and The World Economic Forum (WEF). 
Algorithms that value virality over truth promote political divide, hate speech 
and conspiracy theories. According to research, users who interact with fitness 
related You Tube videos, may soon come across violent or misogynistic content 
due to algorithmic suggestions. 

6.4 Case Studies: Bans on Face Recognition and COMPAS 
Two well-known case studies highlight the dangers and effects of biased AI 
systems.

* Recidivism risk was evaluated in U S courts using a propriety technology 
called COMPAS (Correctional Offender Management profiling for Alternative 
Sanctions).

However, it continued to influence parole and punishment choices.

* Facial Recognition Bans: Major cities like San Francisco, Boston and Portland 
have imposed limitations or moratoriums on the governments use of facial 
recognition technologies in response to in-depth research on racial errors and 
civil rights issues. 

These answers demonstrate a growing understanding of moral limits required 
for application of AI.

6.5 Developing Fair, Accountable, and Explainable AI
Experts and legislators promote fairness, responsibility and openness in AI 
development to allay these worries:

* Technologies and framework that enable customers, developers and regulators 
to understand how AI make judgments are referred to as explanatory AI. In 
high-stakes industries like banking, healthcare and criminal justice, XAI is 
essential. 

* Bias audits are regular, objective assessments of AI systems to identify and 
remove differences between demographic groups. 
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* in order to achieve representative and equitable results, inclusive data strategies 
involve diversifying training datasets and include impacted individuals in AI 
design. 

6.6  Institutional and Regulatory Reaction 
Governments and international organizations start acting:

The OECD AI values place a high premium on human -values centered, 
accountability, transparency and inclusive growth.

* The UNESCO recommendations on the ethics of AI (2021) forbids mass 
surveillance and social scoring while promoting human rights-based 
frameworks.

* Strict regulation of ‘high risk’ AI applications including requirement for risk 
management, transparency and bias prevention is proposed by the EU AI act.

The EU AI act proposes strict controls for ‘high risk’ AI applications including 
roles offer risk management, bias prevention, and also transparency.

7. The Path Ahead: A Structure for Secure AI Implementation
It can be clearly observed that how crucially Innovation not outrun prudence, 
for  Artificial Intelligence still continues to quickly permeate society, improving 
industry sectors, governance, frameworks as also human interactive patterns. 
The subjects covered in this research such as algorithmic bias, economic 
disruption, environmental damage and AI weaponization, paint a bleak picture 
of the dangers associated with unchecked AI development. The answer is to 
responsibly guide progress rather than stop it. 

7.1 An Appeal for Immediate Action 
In the present times, the trend of AI development is paradoxical, very highly 
systematic fragility coexists with tremendous technological capabilities or 
potential. In the absence of coordination, the development of AI has the potential 
to worsen inequality, intensify conflict, endanger democratic institutions and 
create environmental devastation (according to Yoshua Benjio’s international 
AI safety report (2025)). According to the World’s Economic Forum’s 2024-25 
report, the social dis-integration, cyberthreats and AI driven misinformation 
are three global issues that that are growing at the fastest rate.  Humanity must 

The Potential Threats of AI: A Global Reckoning



March 2026Volume 18 Number 1 Indian Journal of Social Enquiry76

be included in the decision-making processes, ethics in programming and safety 
in the infrastructure. 

7.2 Concluding Remarks: Innovation with Caution 

Instead of processing any inherent moral attributes, AI reflects the objectives, 
values and errors of creators. At this critical juncture, the issue is mostly 
sociological, rather than technical. Thus, it is hereby concluded that AI 
governance is a must, and not a choice. ‘Programming must incorporate ethics’. 
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